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ICT Prim. 5 – First Term2

Summary1

LessonLesson 8
  Intranet: It is used to share information in a closed network, and it's more 
secure.
  Internet: It is used to share information over the web in an open network, so, 
it's less secure.
❶ �Sorting information in Excel:

•  Go to the Toolbar and click on Data, then click on Sort.
❷ �Setting formulas in cells:

•  Type (=) in this cell. This tells Excel you are creating a formula.
•  You can set formula to add (+), subtract (–), multiply (x), or divide (/).

  In Excel, a cell is named using a combination of a letter and a number.
  The letters are at the top of the columns and the numbers are on the left 
side of the row.

LessonLesson 2
  Personal information: It includes your name, address, date of birth, and passwords.
  Hackers: They break into a computer and steal personal information.

  Hacker can use someone’s email address and password to send a virus 
to all the email addresses in your email account.  

  Hackers can use an adult’s bank account to steal money.

  How to keep your personal information (PII) safe?
❶ �Limit the personal information you share online.

❷ �Don’t sign up for a website if it asks for too much personal information. 

❸ �Use different strong passwords that are different and 
contain letters, numbers, and special signs.

❹ �Use antivirus software on all of your devices.
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November Revision – 1�Summary

❺ �Update your devices regularly. 

  You should protect your files from viruses, software problems, human errors.

  How to back up your data?
❶ �Some apps and software programs back up data automatically. 

❷ �You can use a data-storage device, such as:  

•  A flash memory   •  An external hard drive 

  This is called a hybrid backup; it is a safer way to backup and store files.

  The hard disk has more space than the flash memory although they are 
both used for the same purpose. 

LessonLesson 3
  Phishing: It is sending a message via email or social media applications 
that looks real, but it isn't.

  Smishing: It is the same as phishing, but it is a text message instead of an 
email.
  When you open an attachment or a file of phishing:
•  Data-stealing software is installed on your computer, or you're asked to 

enter sensitive information, such as a bank account. 
  How to identify phishing messages?
❶ �It includes misspelled words and grammar errors.

❷ �It requests too much personal data. 
  Password manager:
❶ �It creates strong and unique passwords for each of your accounts.  
❷ �It also tells you if the passwords you already have are too weak or if 

you’ve reused them. 
❸ �It can even tell you if one of your passwords has been stolen online. 
  Multi-factor authentication (MFA):
•  MFA is used to strengthen your passwords.
•  You provide at least two ways of identifying yourself.  
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PONY

PONY

PONY

PONY

PONY

PONY
 Choose the correct answer:

1  Mr. Hiebert uses ………………………. to design presentations for his discoveries.
a. Facebook b. PowerPoint c. e-mail

2  Mr. Hiebert uses ……………………………. to share his discoveries with his colleagues.
a. MS Word b. MS Excel c. video conference

3   ……………………………. the problem is the first step to solve any computer problem.
a. Identifying b. Planning c. Leaving

4   When the browser is running slow, you have to ……………………………. .
a. delete unwanted apps b. check the Wi-Fi signal
c. restart the computer

5  You should check for software updates when ……………………………. .
a. there is no internet connection b. downloading a file is very slow
c. your computer slows down while opening an app

6  You should try a new Ethernet cable when ……………………………. .
a. the internet connection is interrupted
b. the screen freezes c. your computer slows down 

7 You can contact the customer service of your ISP for help when 
……………………………. .
a. the internet connection is interrupted
b. the browser is running slow c. an app won't open

8   If your computer slows down when opening an app, you can …………………………. .
a. restart your router b. check for software updates
c. check the Wi-Fi speed

9   To store and share information, we use a ……………………………. .
a. scanner b. printer c. flash memory

10  A  ……………………………. is used to save images on the computer to use them later.
a. scanner b. printer c. router

11 A ……………………………. helps us to access information by scanning it with a phone 
camera.
a. browser b. QR code c. digital book

RevisionRevision ICT Exercises 
for NovemberNovember Syllabus
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PONY

PONY

PONY

PONY

PONY

PONY 12   To create a folder, use the mouse and press the ……………………………. .
a. left button, then select New, then select Folder
b. right button, then select Folder, then select New
c. right button, then select New, then select Folder

13   ……………………………. folders helps us manage files using information technology.
a. Creating b. Deleting c. Copying

14   What is the first step that helps you to organize the data in your 
computer?
a. Adding a subfolder b. Typing a name for the folder
c. Creating the main folder

15   The first step in conducting research is to ……………………………. .
a. share your results b. decide on keywords c. decide on the topic

16   Before you express the data in a graph, you must ……………………………. .
a. share it online  b. analyze it  c. delete it

17   It is not a good idea to use ……………………………. when searching for subtopics. 
a. full sentences
b. different words with different meanings
c. different words with the same meanings

18   The best way to collect information is getting it from ……………………………. .
a. Facebook b. printed books c. WhatsApp

19   The …………………. is used to share information in a closed and private network.
a. letter b. internet c. intranet

20   The internet is ……………………………. secure than the intranet.
a. less b. more c. no correct answer

21   The rows in MS Excel are labeled with ……………………………. . 
a. letters b. numbers c. symbols

22   Typing ……………………………. in the cell tells Excel you are creating a formula.
a. + b. – c. =

23   If you want to sum the values in columns A, B, and C from row 4, then 
the formula is ……………………………. .
a. C4 + B4 + A4 b. C4 – B4 – A4 c. A4 + B4 + C5

24   When creating a formula, use the ……………………………. sign for subtraction.
a. + b. – c. =
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PONY

PONY

PONY
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PONY25   When creating a formula for division, use the ……………………………. sign.
a. + b. – c. ÷

26   If you want to subtract the values in columns E, C, and A from row 6, 
write the formula ……………………………. .
a. E6 – C6 – A6  b. E9 – C6 – A9  c. E9 – C9 – A9 

27   ……………………………. is an ecologist and he photographs landscapes and animals.
a. Albert Lin b. Fred Hiebert c. Jeff Kerby 

28   When Jeff Kerby prepares for a trip, he thinks carefully about ……………………. .
a. the things he will do  b. the places he will go to 
c. a & b

29   Jeff Kebry uses all these tools in his expedition, except ……………………………. .
a. GPS b. GPR c. drones

30   The ……………………………. is used to back up all the photos you take.
a. drone  b. GPS  c. hard disk drive

31   Sometimes the photographer uses his ……………………………. to take quick pictures.
a. computer b. mobile phone c. GPS

32   If Jeff Kebry needs to share photos with his colleagues immediately, 
he uses the ……………………………. .
a. cell phone applications b. cameras and drones
c. social media sites

33   Jeff Kebry uses ……………………………. to navigate places.
a. hard drives b. GPS c. laptops

34   A photographer should share his high-resolution photos with ………………………. .
a. people he knows b. people he trusts  c. all people

35   A photographer should protect his work by not sharing images with 
……………………. .
a. high resolution b. low resolution c. watermark

36   Using photographs that were taken by others without asking 
permission is ……………………………. .
a. owning images  b. copyright infringement  c. back-up copies 

37   ……………………………. use the internet to break into your computer to steal your 
information.
a. Programmers b. Hackers c. Thieves
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PONY 38   ………………………. information includes your name, address, and passwords.
a. Internet b. Public c. Personal

39   To keep your data safe, use ……………………………. programs on all your devices.
a. social media b. anti-virus c. browser

40   Passwords must be ……………………………. for each website you register on.
a. different b. weak c. similar

41   ……………………………. is considered a strong password. 
a. Ahmed123 b. abcd895 c. Ac#258#h

42   If a website asks you to enter much personal information, you 
……………………………. .
a. enter all your data  b. enter trusted data only
c. avoid using this website

43   ……………………………. your devices regularly keeps your data safe.
a. Uploading b. Updating c. Restarting

44   The ……………………………. is used to save your important files securely.
a. flash memory b. CD drive c. external hard drive

45    ……………………………. allows users to connect their laptops to a bigger screen to 
watch movies or play games.
a. HDMI b. Ethernet cable c. Receiver

46    Internet speeds are much faster with ……………………………. connection.
a. bluetooth b. Ethernet  c. Wi-Fi

47   Everyone owns the ……………………………. of the images they take unless they sell 
them.
a. copyright infringement  b. copyrights
c. infringement

48   Both the flash memory and hard disk have the same ……………………………. .
a. space b. shape c. purpose

49   The internet is more ……………………………. than the intranet.
a. private b. secure c. public

50   Which of the following have the same purpose?
a. Router and flash memory b. HDMI and drones
c. Ethernet cable and Wi-Fi
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PONY

PONY
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  1  b 2  c 3  a 4  b 
5  c 6  a 7  a 8  b 
9  c 10  a 11  b 12  c 

13  a 14  c 15  c 16  b 
17  c 18  b 19  c 20  a 
21  b 22  c 23  a 24  b 
25  c 26  a 27  c 28  c 
29  b 30  c 31  b 32  a 
33  b 34  b 35  a 36  b 
37  b 38  c 39  b 40  a 
41  c 42  c 43  b 44  c 
45  a 46  b 47  b 48  c 
49  c 50  c
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Model Exam
1

1  Choose the correct answer:
1  The ...................... program is used to perform simple formulas. 

a. Excel b. Zoom c. Word
2   ...................... is sending a fake message via email or social media that looks 

real.
a. Smishing b. Phishing c. Virus

3  A ...................... is someone who tries to get the bank account of an adult in 
order to steal their money. 
a. hacker b. family member c. teacher

4   ...................... provides at least two ways of identifying yourself.
a. Multi-factor authentication b. Password manager c. Antivirus

5  Phishing messages can be identified by containing ...................... .
a. trusted information b. spelling errors c. a and b

6  The ...................... is more secure network used to share information in a 
closed network  
a. Intranet b. Internet c. none of them

7   ...................... is to make another copy of your work to keep it safe.
a. Copyright b. Back up c. Save

2  Put (3) or (✗):
1 You can add or subtract any data using Microsoft Excel. (       )
2  Password Manger is used to create strong passwords. (       )
3   You shouldn’t register on a website that asks for a lot of personal 

information. (       )
4  The Internet is used to share over the web and it is more secure. (       )
5  Some apps and software programs can back up data automatically. (       )
6   Data-stealing software may ask you to enter your bank account details. (       )
7  Smishing is sending a message via email that looks real but isn’t. (       )
8  MFA is an abbreviation for Multi-Factor Authentication. (       )
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Model Exam
2

1  Choose the correct answer:
1  Hackers can get your password by ...................... .

a. smishing b. phishing c. a and b
2   Using ...................... passwords for different sites keeps your information 

safe.   
a. the same b. weak   c. different

3   Cell B12 in Excel is located at column ...................... and row ...................... 
consequently.
a. B,12 b. 12,B c. B1,2

4   ...................... tells you if one of your passwords has been stolen online.
a. Multi-factor authentication
b. Password Manager   c. Antivirus 

5   The Internet is a/an ...................... network.
a. open b. closed c. a and b

6   The hard disk has usually ...................... space than the flash memory.
a. more b. the same c. the opposite

7   The left side of rows in Excel is labeled with ...................... .
a. numbers b. letters c.  a and b

2  Put (3) or (✗):
1  You can share your passwords with anyone. (       )
2   The cell in the Excel program can contain only numbers.  (       )
3   Smishing is sending a scam message via text message instead of an 

email. (       )
4   Hackers use the Internet to break into a computer system. (       ) 
5   Phishing is one of the ways that hackers use to get your passwords. (       )
6   Multi-factor authentication requires one way of identifying yourself. (       )
7   A hacker can send a virus to all contacts in your email account. (       )
8   You cannot create backup copies of files. (       )
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Model Exam
3

1  Choose the correct answer:
1  To create a formula in Excel, type ...................... in the cell.         

a. + b.  /   c. =   
2   You can protect your files from viruses or loss by creating ...................... .

a. device shutdown b. backups c. personal data
3   Smishing is the same thing as phishing, but it is sent by ...................... . 

a. email b. text message c. Facebook
4   Sharing information via the Internet is considered ...................... than the 

Intranet. 
a. unreliable b. less secure c. more secure

5   Passwords must be ...................... for each account you register on.
a. similar b. weak  c. different

6   Passwords can be strengthened using ...................... .
a. multi-factor authentication
b. antivirus    c. browsers

7   One of the accessories that you can use to save your files securely is the 
...................... .   
a. external hard disk b. drone  c. camera

2  Put (3) or (✗):
1  Row titles in Excel are labeled with numbers. (       )
2   Phishing messages cannot be recognized. (       )
3   Hackers can use the bank account number to take money from that 

account. (       )
4   MFA allows hackers to access your accounts easily. (       )
5   You can arrange data alphabetically in Excel using the ‘’Sort’’ property.

 (       )
6   Hard disks always have less space than flash memory. (       )
7   Password Manager provides at least two ways of identifying yourself. (       )
8   An antivirus helps you keep your personal data safe. (       )
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Model Exam
4

1  Choose the correct answer:
1  The tops of columns in Excel are labeled with ...................... . 

a. numbers b. letters  c.  a and b 
2   ...................... use the Internet to break into your computer to steal your 

information.
a. Programmers  b. Hackers  c. Thieves

3   You should backup your data stored on a device from ...................... .
a. viruses b. human errors c. a and b

4   To add the values of cells in columns A, B, and C from row 4, the formula 
is ...................... .
a. C4+B4+A4 b. A4-B4-C4 c. A4+B4-C4

5   A text message encourages you to act quickly is a type of ...................... .
a. phishing b. smishing c. e-mail

6   ...................... is considered a strong password.
a. pony123  b. ictbook895 c. Ict@258#pa

7   When you open a phishing file, data-stealing software is ...................... on 
your PC.
a. updated  b. deleted  c. installed

8   To arrange information alphabetically in Excel, go to the Toolbar, Data 
Tab, then click on ...................... . 
a. Layout b. Format  c. Sort

2  Put (3) or (✗):
1  The Internet is more secure and private than the Intranet. (       )
2   You should limit the personal information you share online. (       )
3   Phishing messages are free from grammar errors. (       )
4   Hybrid back up is a safer way to back up and store files. (       )
5   Using antivirus programs on your devices is not recommended. (       )
6   You can subtract two numbers in Excel using the operator  “-“. (       )
7   A type of phishing is a message tells you that you have won a prize, but 

you have to give personal details. (       )
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Model Exam
5

1  Choose the correct answer:
1  When arranging information alphabetically in Excel, go to the .................. .

a. Copying Bar b. Toolbar c. Cells Bar
2   You can create backups of your files on ...................... . 

a. flash memory b. external hard disk
c. a and b

3   The one who steal your personal information is named a ...................... .
a. thief b. photographer c. hacker

4   The operator ...................... is used in Excel to perform division.
a. * b. /  c. +

5   ...................... includes your name, address, date of birth, and your passwords.
a. PII b. Phishing c. PC

6   One of the forms of ........... is a message on Facebook that encourages you 
to act quickly.  
a. phishing b. update c. safety tips

7   The name of ...................... in Excel is a combination of letters and numbers.
a. columns b. cells c. letters

2  Put (3) or (✗):
1  You can share information using the Intranet or the Internet. (       )
2   Strong passwords contain only letters and numbers. (       )
3   You should update your devices regularly. (       )
4   Antivirus software mustn’t be installed on your computer. (       )
5   Phishing messages are sent to your email address. (       )
6   MFA creates a strong different password for each of your accounts. (       )
7   The symbol “=” is used to create a formula in Excel. (       )
8   Phishing messages can be identified by misspelled words or grammar 

errors. (       )
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Model Exam
1

1    1  a 2  b 3  a 4  a 
5  b 6  a 7  b

2    1  3 2  3 3  3 4  ✗ 
5  3 6  3 7  ✗ 8  3

Model Exam
2

1    1  C 2  c 3  a 4  b 
5  a 6  a 7  a

2    1  ✗ 2  ✗ 3  3 4  3 
5  3 6  ✗ 7  3 8  ✗

Model Exam
3

1    1  c 2  b 3  b 4  b 
5  c 6  a 7  a

2    1  3 2  ✗ 3  3 4  ✗ 
5  3 6  ✗ 7  ✗ 8  3

Model Exam
4

1     1  b 2  b 3  c 4  a 
5  b 6  c 7  c 8  c

2    1  ✗ 2  3 3  ✗ 4  3 
5  ✗ 6  3 7  3

Model Exam
5

1    1  b 2  c 3  c 4  b 
5  a 6  a 7  b

2    1  3 2  ✗ 3  3 4  ✗ 
5  3 6  ✗ 7  3 8  3
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the Internet intranet 

It is the sharing of information 
through open network for 

everyone 

It is the sharing of information 
through closed network 

But this information is at risk, 
so it is less secure 

It more secure 

Like advertisements - news - 
government decisions 

Such as: personal data, your 
personal life, your ideas, your 

research, and your files 

 
 

How to share information using Microsoft Excel : 
Sorting information alphabetically: 

 
 Go to Tool bar and press Tab Data 
    

 
 
 

     
  

       Lesson 8: Sharing information 

  

  

    

  

  

  

  

1  
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Then press Sort (to arrange the items alphabetically) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 How to create simple formulas : 
  

Click on the cell you want to create a simple formula in Then type the = 
sign 

   
 
 
 
 
 
 
 
 
 
 
 
 

                    

  

  

  

  

  

  

  

  

  
2  
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Then select the cells to be added in the simple formula And write 
between each cell ( +, - , / , * ) sign as you wish 

    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

press Enter From the keyboard to show the result of the formula 
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Choose the correct answer:  

 

1- The ………. is used to share the information in a closed and private network. 

a) Letters 

b) Internet 

c) Intranet 

  

2- The internet is ………… secure than the intranet. 

a) Less  

b) More 

c) No correct answer 

 

3- Typing ………. In cell, tell excel you are creating a formula. 

a) + 

b) – 

c) = 

 

4- We creating a formula, use the ………… sign for subtraction. 

a) + 

b) – 

c) = 

 

Exercises  
 



 

 
34 

5- When creating a formula for division, use the ……………. Sign. 

a) + 

b) – 

c) ÷ 

 

 

 
 

Put a (true) or(false):  

1- You must decide to share information using an intranet or the internet.   

 (      ) 

2- The internet is more secure and private than the intranet.   (      ) 

3- The intranet is used to share information in an open network.   (      ) 

4- The data in cells can’t be arranged alphabetically.   (      ) 

5- You can add or subtract any data using MS. Excel.   (      )   
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Personal information:  

Which is your data or personally identifiable information (PII) Such as : 

( Name - Address - Passwords - Date of Birth ) 

 

What are the risks that we may be exposed to from computer 
hackers?  

Stealing your personal information  

Stealing your bank account number to steal your money  

Steal your email and password to send a virus to all your friends 
 
 

How we keep your personal information:  

1- Do not share personal information on the Internet  

2- Use strong passwords that contain different numbers, letters, and special 

signs for each site 

3- Do not sign for a website or application asks you for your personal 

4- data  Use antivirus software to protect your device 

5- Update your devices regularly . 

 

 

 

 

Lesson 2 : Protecting Ourselves and Our Information  
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Files may be exposed to problems that cause them to be lost, 
such as:  

1- Virus infection  

2- Computer fall or crash  

3- Software related problems 

 

To protect files stored on your computer from loss:  

Creating a backup copy of the files 

 by: An application that creates backup copies of files or the safest way is to 

transfer files to another device  . 

(External hard disk drive - flash memory - network) 

 
 
 
 
 
 
 
 

 
  

 

 

Choose the correct answer :  

1- ……… use the internet to break into your computer to steal your 

information. 

a) Programmers 

b) Hackers 

c) Thieves 

 

Exercises  
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2- ………… information includes your name, address, and passwords. 

a) Internet 

b) Public 

c) Personal 

 

3- Password must be ………… for each website you register on. 

a) Different 

b) Weak 

c) Similar 

 

4- ……………… is considered a strong password. 

a)  Ahmed123 

b) abcd895 

c) Ac #258# h 

 

5- ………… your device regularly your data safe. 

a) Uploading 

b) Updating 

c) Restarting 
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Put a (true) or(false):  

1- Anti-virus helps you to keep your data safe.   (      ) 

2- Some software programs backup data automatically.   (      ) 

3- Hackers can steal your personal data without using the internet.   (      ) 

4- Websites that ask for too much personal information are safe.   (      ) 

5- Hybrid backup is a safer way to backup and store files.   (      ) 

 

 

 

 

 
 
 
 

 
 
 
 

Phishing  

- Is sending a message via e-mail or social media applications That look 

 a real  but isn't . To steal your data and personal information.  

 

Ex : 

- A message asking you for your data, personal information, or bank  

account details  

- A message says that you have won a prize and asking you for your bank  

account details to be sent to you. 

     

How can we identify phishing?  

It contains spelling and grammar errors Request for too many personal date . 

Lesson 3 : password security 
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Smishing:  

is the same thing  but is a text message instead of an e-mail. 

 

Password management software:  

- A program for managing passwords that helps us in Create strong, different 

passwords for each of your accounts.  

- Tell you if the passwords you already have are too weak, used before, or 

stolen through the Internet 

 

Multi-factor authentication( MFA ) :  

It is used to strengthen your passwords.  

To prevent hackers from accessing your account and data in two ways:  

- Your password or ( personal identification number ) PIN  

- Email or code of numbers  

 

Example: 

If you enter your account through a device other than your main device, you 

will receive a message on your mobile phone to make sure that you are the 

owner of the account and you are trying to enter your account through a code 

for several numbers. 
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Choose the correct answer :  

1- Phishing message can be identified by containing ………….  

a) Trusted information 

b) Spelling errors 

c) Accurate information 

 
 

2- Smishing is the same thing as phishing, but it is sent by ………… 

a) E-mail 

b) Text message 

c) Social media sites 

 
 

3- Password can be strengthened by ……………… 

a) Multi-factor authentication 

b) Anti-virus software 

c) Web browser 

 
 

4- ………….. is sending a fake message via e-mail. 

a) Smishing 

b) Fishing 

c) Virus 

Exercises  
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5- …………. Helps you to create strong passwords for your accounts. 

a) Password managers 

b) Phishing 

c) smishing 

 
 
 
 

Put a (true) or(false):  

1- Phishing is a way that hackers use to get your password.   (      ) 

2- Phishing is a text message that look real put isn’t.   (      ) 

3- Passwords can be strengthened by Web browser.   (      ) 

4- Virus provides at least two ways of identifying yourself.   (      ) 

5- Password managers Helps you to create strong passwords for your  

account.   (      ) 
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Theme 1 

 Lesson 8: Sharing information 

When sharing information online, you must decide which information should 

be shared using an intranet network or the internet. 

The internet An intranet network 

1- It is the sharing of information 
through open network For 
everyone 

1- it is the sharing of information 
through closed network 

2- this information is at risk, so it is 
less secure 

2-It more secure 

Such as:  
advertisements - news - government 
decisions 

such as: 
 personal data, your personal life, 
your ideas, your research, and your 
files 

 

 

 

 

 

 

 

The Intranet is more secure than interne network 
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How to share information using Microsoft Excel : 

 Sorting information: 

1- Go to Tool bar and press Tab Data 
2- Then press Sort 
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How to create simple formulas: 

1- Click on the cell you want to create a simple formula in Then type the 

(=) sign 

2- Then select the cells to be added in the simple formula and write 

between each cell (+, -, /, *) sign as you wish 

 

3- press Enter From the keyboard to show the result of the formula 
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                                             work sheet  

 

A)Put (✓) or (✗): 

1- Row title is number appears at the left of the row                          (     )  

2- Sorting information in alphabetical order click on copy                  (     ) 

3- The Excel program includes many formulas and functions that help in 

performing math calculation                                                           (     ) 

4- Column title is letters appears at the bottom of the column           (     ) 

5- The Intranet is more secure than interne network                          (    ) 

 

B)Choose the correct answer: 

 

1- In Excel program for sorting in information in alphabetical order go to 

the ……………. 

a) File                            b) open              c) toolbar 

 

2- You can set formulas in cells to ………. Subtract ( - ) , multiply (✗) or 

divide ( / ). 

a)  Add (+)             b) Subtract ( - )            c) a,b  

 

3- ……………………. That represents data in the form of a graph in 

different formats. 

a) Word program                   b) paint                   c) Excel program 

 

4- An intranet is used to share in a ……………. And is more secure. 

a) Open network                b) close network          c) online 

 

5- To create a simple formula in a cell first type the……. this tells Excel 

you are creating a formula. 

a) Sign =               b) sign ✗                c) sign /  
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Theme 2 

 Lesson 2: Protecting ourselves and our information 

Protecting your personal data 

 personal information: such as your name, address, date of birth, and 

your passwords. 

 This personal information is called Personally Identifiable Information 

(PII). 

 hackers can use: 

1- the internet to break into a computer system and steal personal 

information. 

2- someone’s email address and password to send a virus to all the email 

addresses in your email account. 

3- use an adult’s bank account number to take money from that account. 

 

How keep your personal information pll : 

1-  Limit the personal information you share online. 

2- Don’t sign up for a website if it asks for too much personal information. 

3- Use different strong passwords that: 

a- contain letters, numbers, and special signs. 

b- and are different for each website you sign up for, because if your 

password is discovered, a hacker will then have access to 

everything. 

4- Use antivirus software on all of your devices. 

5-  update your devices regularly, the updates include changes that keep 

your data safe. 

 

To protect files stored on your computer from loss: 

1- You should also know how to protect the files that you create or store 

on a device.  

2- You need to protect these files from viruses, software problems, or 

human errors, such as dropping and breaking your laptop. 
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There are several ways to back up your data: 

1- Some apps and software programs back up data automatically. 

2-  You can use a data-storage device that you attach to your computer,  

a.  a flash drive                                         b. an external hard drive.  

 

➢ This is called a hybrid backup. It is a safer way to back up and 

store files. 

➢ The hard disk has more space than the Flash Memory, but it 

may also be used for the same purpose. 

➢ An external hard disk drive is one of the accessories that you 

can use to save your files securely, and backup copies of your 

files that are important and private to you to prevent the 

possibility of losing them on your device. 
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                                                  work sheet 

A) Put (✓) or (✗) 

1- Hacker can steal your personal information without using the internet(    ) 

2-  Hacker can use the bank account number of an adult to take money 

from that account                (     ) 

3- We must try to limit the personal information we share online            (     ) 

4- Hacker can send a virus to all the email addresses in your email account                                                                

(     ) 

5- Websites that ask for too much personal information are save          (     ) 

 

B) Choose the correct answer:- 

 

1- ………….. information includes your name ,address and password. 

a. public                            b. internet                          c. personal 

 

2- To keep your data safe use ……………programs on all your devices. 

a. social media                 b. anti-virus                       c. browser  

 

3- Password must be ………….for each website you register on. 

a. different                        b. weak                             c. similar 

 

4- ……………your devices regularly keeps your data safe. 

a. uploading                     b. updating                        c. restarting  

 

5- …………….is used to save your important files securely. 

a. a Flash memory           b. a CD drive             c. an external hard disc 

 

6- ……………is considered a strong password. 

a. Ahmed123                   b. Ac#236@r              c. abcd1234 
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Theme 2 

 Lesson 3: Password security 

There are many ways hackers can get your password. One way is called 

Phishing and Smishing. 

 

 

 

 

 

 

 

➢ type of phishing scam: - 

1-  is a message which says that you have won a prize, but you have to 

give your bank account details to get the prize.  

2- Another encourages you to act quickly. 

 

➢ When an attachment, or file, is opened, 

1-  data-stealing software is installed on the person’s computer, 

2-  the user is asked to enter sensitive information such as bank account 

details. 

 

➢ Ways of identifying phishing messages: - 

1- messages, include misspelled words, grammar errors. 

2- requests for too much personal data. 

 

 

To protect your personal data from hackers: 

A) You need a strong password through a password manager 
 

 

Phishing: is sending a message via e-mail or social media applications that 

looks real, but isn’t. 

Smishing: is sending a message via text message instead of an email 
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❖ A password manager 

1-  creates a strong, unique password for each of your accounts. 

2-  It also tells you if the passwords you already have are too weak or if 

you’ve reused them.  

3- It can even tell you if one of your passwords has been stolen online. 

Multi-factor authentication (MFA): 

This means you provide at least two ways of identifying yourself. 

Such as:  1- a password or PIN (personal identification number). 

2-a factor you have, such as an email or a one-time code. 
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                                                  work sheet 

A) Choose the correct answer:- 

1- ………..is sending a fake message via  email or social media 

applications that looks real. 

a- Smishing                     b- phishing                      c- virus  

 

2- When you open scam message attachments data stealing software is 

…………on your PC. 

a- Updated                       b- deleted                        c- installed 
 

3- Phishing messages can be identified by containing……………. 

a- Trusted information.                               c- spelling errors. 

b- accurate information. 

 

4- Smishing is the same thing as phishing but it is sent by………… 

a- E- mails                   b- text message           c- social media sites 

 

5- Passwords can be strengthened by……….. 

a- Multi factor authentication                       c- web browsers 

b- Anti-virus software  

 

 

B) Complete the missing parts using the words between the 

brackets:   ( phishing – smishing – multi factor authentication – 

password manager ) 

1- …………….. helps you to create strong passwords for your account. 

2- ……………. provides at least two ways of identifying yourself. 

3- …………….is sending a message via email to steal your data. 

4- …………….is sending a message via text message to steal your data. 
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"November" 
Put ( ) or ( × ):- 

1. to decide what to electronically, you do not have When sharing information 
share . 

           )(  

2. The Internet is used to share information over a closed network ,  It is  more 
secure .. 

           )(  

3. Intranet is used for sharing over the networkInformation  global, which is 
less secure . 

           )(  

4. Excel is used to prepare graphs and mathematical formulas.            )(  

5. When creating a mathematical formula, the + sign is used for multiplication.            )(  
6. To a in Excelrrange information alphabetically ,  Go to the Format bar and 

Sort  choose the command . 
           )(  

7. When creating a mathematical formula, the sign – is used To subtract.            )(  

8. Your personal information and data may be shared over the Internet.            )(  
9. add the values in columnsTo  A  ،B  ،and C of row 16  ،the formula is written as 

follows: = A8 + B8 + C8 
           )(  

10. Column titles in Excel begin with letters.            )(  

11. Information within Excel can be arranged alphabetically.            )(  
12. It is not necessary to write the = sign at the beginning of creating the 

formula in Excel. 
           )(  

13. Row titles in Excel begin with numbers.            )(  

14. When creating a mathematical formula, the sign  X is used for addition.            )(  

15. The information you share over the Internet may be at risk.            )(  
16. advertisements It is preferable to share government decisions,  and 

general news through the intranet. 
           )(  

17. "letter" and then the row The cell name in Excel begins with the column 
number. 

           )(  

18. A cell is the intersection of each row and column.            )(  
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19. Information cannot be shared electronically.            )(  
20. Excel includes many mathematical formulas that help you perform 

calculationsmathematical . 
           )(  

21. The / symbol is used to perform division in EXCEL            )(  

22. Strong passwords must contain letters and numbers only            )(  

23. Protecting files and storing them on devices is not necessary            )(  
24. to subscribe to websites that ask for a lot of personal  It is necessary

information. 
           )(  

25. To maintain the security of your information, you must limit your 
personal information online 

           )(  

26. your To keep your personally identifiable information safe, update 
devices regularly. 

           )(  

27. You should not subscribe to a website that requests a lot of personal 
information. 

           )(  

28. It is difficult to back up your data  drivethrough an external hard .            )(  

29. software on your devicesIt is not recommended to use antivirus .            )(  

30. The password must be strong.            )(  

31. numbers٤ The password must not exceed .            )(  

32. Antivirus software must be installed on your devices.            )(  

33. or store on devices createyou protect files There are many ways to .              )(  
34. H their steal use an adult's bank account number to acker cannot 

money. 
           )(  

35.  (PII)   personally identifiable informationMeans .            )(  

36. it onlineOne way to protect your personal information is to stop sharing .            )(  

37. Scam  sites can hack my device .            )(  

38. Password management software allows users to provide passwords .            )(  
39. Password management software is used to create strong passwords.            )(  

40. the same method and principle All phishing sites have .            )(  

41. All websites are fake and fraudulent.            )(  
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42. If you are a victim of a site, you should not report it to anyone 
responsible. 

           )(  

43. obtain There are multiple ways through which computer hackers can 
your password. 

           )(  

44. type of phishing is a message telling you that you have wonA  With a prize, 
on her bank account number details to receive itsend your you must  . 

           )(  

45. Phishing  send  messages  which   and completely free of grammatical 
spelling errors. 

)           (  

46. The terms Phishing – Smishing both mean phishing.            )(  
47. And  Strengthen passwordsl  factor authentication is used-Only multi

strengthen it . 
           )(  

48. means providingPassword management software  Two ways  at  the 
Yourself on_ to define  least . 

)           (  

49. Known worker between collect factor-multioften  And a worker 
Another one you own . 

           )(  

50. tells you whetherIt  Password management software  your password 
If you have used it previously You have very weak, or Traffic that . 

)           (  

51. protect your personal data from hackersThere is no way to  .            )(  
52. tells you if one of your It  Password management software cannot

passwords has been stolen online . 
           )(  

53. softwareManagement  Createonly  Passwords  a strong, unique 
passwords 

)           (  

54. There is no way to back up your files.            )(  
55. a the presence of is factor authentication -One of the factors of multi

factor Another that only you own . 
           )(  

56.  (PIN) is factor authentication-from one of the factors of multi             )(  
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Choose the correct answer from the following:- 
1. To create a formula in Excel, click on the cell and type …………. 

equals =  Quoting " "  Parentheses ( )  
2. alphabetically in ExcelWhen arranging information ,go to the .......... bar. 

Toolbar Copying cells 
3. The ............... program is used to perform simple formulas 

Word  Zoom Excel 
4. ……………….program is used to create mathematical tables and graphs 

Word  Excel PowerPoint 
5. It is preferable to share government decisions ، advertisements  and general 

news through …………………….. 
The Internet Excel Toolbar 

6. ………….is used to share information over a closed network،  ,and it's safer. 
Intranet The Internet Excel 

7. mathematical formula, the sign ....................... is used for When creating a 
multiplication. 

= + * 
8. When creating a mathematical formula, the sign ……………… is usedTo collect. 

= + * 
9. To arrange the information alphabetically, from  the Toolbar, click on the 

…………………. tab, then on  Sort 
Data Format File 

10. In excel the letters …………………. of columns. 
Top down left 

11. Excel is used to create………………. 
Presentations Arithmetic formulas Reports 

12. Scam websites work to obtain………………………. 
Your computer URL Your personal information 

13. An example of phishing is access to ………………………….from an unknown person 

a) A letter from your father 
b) A message telling you 

that you have won 
c) A message from one of 

your friends 
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14. unknown One of the forms of ............... is the receipt of a message from an 
person asking you for your information in order to obtain a prize 

The Internet Phishing Password management 
15. .................It is sending a text message that appears real, but is not.  

Smishing Phishing  Hacking 
16. from hackers, you can useTo protect your personal data ……………….. 

Password management 
software 

factor -Multi
authentication 

Both 

17. .................................Used to reinforce and strengthen passwords.  
factor -Multi

authentication Data breach  
Email 

18. management software  Passwords  Creates ………………. password for each of your 
accounts 

Fake Strong and unique short and weak 
19. Phishing messages can be identified by containing……………. 

Strong passwords Symbols and signs  errors Spelling and grammar 
20. which a computerThere are multiple ways through 's ………………..  can obtain 

your password 
Hackers  Designers programmers 

21. Fake messages can be identified because they contain many …………………. errors.  
Grammatical Sports physical 

22. Using ………………. securepasswords for different sites keeps your information  
Similar Weak different 

23. You can protect your files from viruses or loss by doing…………….. 
Shut down the device A backup  Personal data 

24. ………………….is trying to obtain the bank account number of an adult in order to 
steal his money 

Your teacher Hacker family member 
25. Hackers can send…………………. 

gift Malware Prize 
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26. You can create a backup copy of your files by……………………. 
Applications and 

programs External hard drive 
All of the above 

27.  ........................means personally identifiable information  
HDMI PII CD 

28. ……………….is a safer way to copy files And save as much space as flash disks 
External hard drive Scanner The virus 

29. It is preferable not to subscribe to a website It requires a lot of…………….. 
Programs Applications Personal information 

30. recommended to use .................... programs on your devices to protect It is 
your files and data. 

Harmful Antivirus espionage 
31. tect them It is preferable to ....................... your files on an external hard drive to pro

from hacking. 
A backup  programs Hacking  Shut down the device 

32. It is preferable to use ………………..passwords that contain letters and numbers 
And special signs 

short Weak strong 
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Put ( ) or ( × ):- 
1. to decide what electronically, you do not have When sharing information 

to share .  ) ×(  

2. The Internet is used to share information over a closed network , It is  
more secure . )  ×(  

3. used for sharingIntranet is  Information over the network global, which is 
less secure .  ) ×(  

4. Excel is used to prepare graphs and mathematical formulas. () 
5. When creating a mathematical formula, the + sign is used for 

multiplication.  ) ×(  

6. To a in Excelrrange information alphabetically ,  Go to the Format bar and 
Sort  choose the command .  ) ×(  

7. When creating a mathematical formula, the sign -  is used To subtract. () 
8. Your personal information and data may be shared over the Internet.  ) ×(  
9. add the values in columnsTo  A  ،B  ،and C of row 16  ،the formula is written 

as follows: = A8 + B8 + C8  ) ×(  

10. Column titles in Excel begin with letters. () 
11. Information within Excel can be arranged alphabetically. () 
12. sign at the beginning of creating the It is not necessary to write the = 

formula in Excel.  ) ×(  

13. Row titles in Excel begin with numbers. () 
14. When creating a mathematical formula, the sign  X is used for 

addition.  ) ×(  

15. The information you share over the Internet may be at risk. () 
16. advertisementsIt is preferable to share government decisions,   and 

general news through the intranet.  ) ×(  

17. The cell name in Excel begins with the column "letter" and then the row 
number. () 

18. A cell is the intersection of each row and column. () 
19. Information cannot be shared electronically.  ) ×(  
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20. Excel includes many mathematical formulas that help you perform 
mathematical calculations. () 

21. The / symbol is used to perform division in EXCEL () 
22. onlyStrong passwords must contain letters and numbers   ) ×(  
23. Protecting files and storing them on devices is not necessary  ) ×(  
24. It is necessary to subscribe to websites that ask for a lot of personal 

information.  ) ×(  

25. To maintain the security of your information, you must limit your 
information onlinepersonal  () 

26. To keep your personally identifiable information safe, update your 
devices regularly. () 

27. You should not subscribe to a website that requests a lot of personal 
information. () 

28. It is difficult to back up your data  drivethrough an external hard .  ) ×(  
29. It is not recommended to use antivirus software on your devices.  ) ×(  
30. The password must be strong. () 
31. numbers٤ The password must not exceed .  ) ×(  
32. Antivirus software must be installed on your devices. () 
33. create or store on devicesyou protect files There are many ways to .   () 
34. H their steal use an adult's bank account number to acker cannot 

money.  ) ×(  

35.  (PII)   personally identifiable informationMeans . () 
36. One way to protect your personal information is to stop sharing it 

online. () 

37. Scam  sites can hack my device . () 
38. Password management software allows users to provide passwords . () 
39. Password management software is used to create strong passwords. () 
40. All phishing sites have the same method and principle. () 
41. websites are fake and fraudulentAll .  ) ×(  
42. If you are a victim of a site, you should not report it to anyone 

responsible.  ) ×(  
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Choose the correct answer from the following:- 

43. There are multiple ways through which computer hackers can obtain 
your password. () 

44. that you have won type of phishing is a message telling youA  With a 
on  bank account number details to receive itsend your prize, you must 

her . 
() 

45. Phishing  send  messages which  completely free of grammatical and 
spelling errors. )  ×(  

46. The terms Phishing – Smishing both mean phishing. () 
47. And  Strengthen passwordsl  factor authentication is used-multiOnly 

strengthen it .  ) ×(  

48. means providingPassword management software  Two ways  at  the 
Yourself on_ to define  least . )  ×(  

49. Known worker between collect factor-multioften  And a worker 
Another one you own . () 

50. tells you whetherIt  Password management software  your password 
If you have used it previously You have very weak, or Traffic that . () 

51. protect your personal data from hackersThere is no way to  .  ) ×(  
52. tells you if one of your It  software cannotPassword management 

passwords has been stolen online .  ) ×(  

53. softwareManagement  Createonly  Passwords  a  strong, unique 
passwords )  ×(  

54. There is no way to back up your files.  ) ×(  
55. a the presence of is factor authentication -One of the factors of multi

factor Another that only you own . () 

56.  (PIN) is factor authentication-from one of the factors of multi  () 

1. To create a formula in Excel, click on the cell and type …………. 
equals =  Quoting " "  Parentheses ( )  

2. When arranging information alphabetically in Excel,go to the .......... bar. 
Toolbar Copying cells 
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3. The ............... program is used to perform simple formulas 
Word  Zoom Excel 

4. ………………. tables and graphsprogram is used to create mathematical  
Word  Excel PowerPoint 

5. It is preferable to share government decisions ، advertisements  and general 
news through …………………….. 

The Internet Excel Toolbar 
6. ………….is used to share information over a closed network،  ,and it's safer. 

Intranet The Internet Excel 
7. When creating a mathematical formula, the sign ....................... is used for 

multiplication. 
= + * 

8. When creating a mathematical formula, the sign ……………… is usedTo collect. 
= + * 

9. To arrange the information alphabetically, from  the Toolbar, click on the 
…………………. tab, then on  Sort 

Data Format File 
10. In excel the letters …………………. of columns. 

Top down left 
11. Excel is used to create………………. 

Presentations Arithmetic formulas Reports 
12. Scam websites work to obtain………………………. 

computerYour  URL Your personal information 
13. An example of phishing is access to ………………………….from an unknown person 

a) A letter from your father 
b) A message telling you 

that you have won 
c) A message from one of 

your friends 
14. ............... is the receipt of a message from an unknown One of the forms of 

person asking you for your information in order to obtain a prize 
The Internet Phishing Password management 

15. .................It is sending a text message that appears real, but is not.  
Smishing Phishing  Hacking 
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16. To protect your personal data from hackers, you can use……………….. 
Password management 

software 
factor -Multi

authentication 
Both 

17. .................................Used to reinforce and strengthen passwords.  
factor -Multi

authentication Data breach  
Email 

18. management software  Passwords  Creates ………………. password for each of your 
accounts 

Fake Strong and unique short and weak 
19. Phishing messages can be identified by containing……………. 

Strong passwords Symbols and signs  errors grammarSpelling and  
20. There are multiple ways through which a computer's ………………..  can obtain 

your password 
Hackers  Designers programmers 

21. Fake messages can be identified because they contain many …………………. errors.  
Grammatical Sports physical 

22. Using ………………. for different sites keeps your information securepasswords  
Similar Weak different 

23. You can protect your files from viruses or loss by doing…………….. 
Shut down the device A backup  Personal data 

24. …………………. order to is trying to obtain the bank account number of an adult in 
steal his money 

Your teacher Hacker family member 
25. Hackers can send…………………. 

gift Malware Prize 
26. You can create a backup copy of your files by……………………. 

Applications and 
programs External hard drive 

All of the above 

27.  ........................means personally identifiable information  
HDMI PII CD 

28. ……………….is a safer way to copy files And save as much space as flash disks 
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External hard drive Scanner The virus 
29. It is preferable not to subscribe to a website lot ofIt requires a …………….. 

Programs Applications Personal information 
30. It is recommended to use .................... programs on your devices to protect 

your files and data. 
Harmful Antivirus espionage 

31. tect them external hard drive to proIt is preferable to ....................... your files on an 
from hacking. 

A backup  Hacking programs Shut down the device 
32. It is preferable to use ………………..passwords that contain letters and numbers 

And special signs 
short Weak strong 
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Model (1)  
Put ( ) or ( × ):- 

  

Choose the correct answer from the following:- 

    

1. When creating a mathematical formula, the + sign is used for 
multiplication. (     ) 

2. add the values in columnsTo  A  ،B  ،and C of row 16  ،the 
formula is written as follows:= A8 + B8 + C8 (     ) 

3. The information you share over the Internet may be at risk. (     ) 
4. To maintain the security of your information, you must limit 

your personal information online. (     ) 

5. the is factor authentication -One of the factors of multi
a factorpresence of  Another that only you own . (     ) 

1. To create a formula in Excel, click on the cell and type …………………………… 
equals =  Quoting " "  Parentheses ( )  

2. fromsort the information alphabetically To  the Toolbar,  click on the
 ...............thentab,  Sort 

Data Format File 
3. .................It is sending a text message that appears real, but is not  

Smishing Phishing  Hacking 
4. Fake messages can be identified because they contain many 

………………….errors. 
Grammatical Sports physical 

5. It is preferable to use ………………….passwords that contain letters and 
numbers And special signs. 

A) short b) Weak strongC)  
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Model (2)  
Put ( ) or ( × ):- 

  

Choose the correct answer from the following:- 

  

1. The Internet is used to share information over a closed 
network،  It is safer  (     ) 

2. Excel is used to prepare graphs and mathematical formulas (     ) 
3. It is preferable to share government decisions ، , 

advertisements  and general news through the intranet . (     ) 

4. Strong passwords must contain letters and numbers only (     ) 
5. Antivirus software must be installed on your devices (     ) 

1. management software  Passwords  Creates ………………. password for each of 
your accounts 

Fake Strong and unique short and weak 
2. You can protect your files from viruses or loss by doing………………………. 

Shut down the device A backup  Personal data 
3. …………………………..is a safer way to copy files And save as much space as flash 

disks 
External hard drive Scanner The virus 

4. When arranging information alphabetically in Excel,go to the .......... bar. 
Toolbar Copying cells 

5. Scam  websites work to obtain …………………………… 

Your computer 
URL 

Your personal 
information 
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Model (3) 
 

Put ( ) or ( × ):- 

  

Choose the correct answer from the following:- 

  

   

1. to electronically, you do not have When sharing information 
decide what to share . (     ) 

2. Go to the in ExcelArrange information alphabetically  Format 
Sort  bar and choose the command . (     ) 

3. Excel begin with numbers Row titles in . (     ) 
4. Protecting files and storing them on devices is not necessary (     ) 
5. It is difficult to back up through an external hard drive (     ) 

1. .................................Used to reinforce and strengthen passwords  
factor -Multi

authentication Data breach  
Email 

2. Excel is used to create…………………… 
Presentations Arithmetic formulas Reports 

3. To protect your personal data from hackers, you can use…………………………. 
Password management 

software 
factor -Multi

authentication 
Both 

4. Phishing messages can be identified by containing………………………… 

Strong passwords 
Symbols and signs  

errors Spelling and 
grammar 

5. To arrange the information alphabetically, from the Toolbar,  click on the
 ...............tab, then on Sort 

Data Format File 
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Model (4)  
Put ( ) or ( × ):- 

  

Choose the correct answer from the following:- 

 

 

  

1. to electronically, you do not have When sharing information 
decide what to share . (     ) 

2. in ExcelArrange information alphabetically , Go to the Format 
Sort  bar and choose the command . (     ) 

3. It is not necessary to write the = sign at the beginning of 
creating the formula in Excel. (     ) 

4. You should not subscribe to a website that requests a lot of 
personal information. (     ) 

5. password must be strong The . (     ) 

1. You can protect your files from viruses or loss by doing……………………. 
Shut down the device A backup  Personal data 

2. .................................strengthen passwordsUsed to reinforce and  
factor -Multi

authentication Data breach  
Email 

3. Excel is used to create...  
Presentations Arithmetic formulas Reports 

4. Hackers can send……………………… 
A gift Malware Prize 

5. You can create a backup copy of your files by...  
 Applications and

programs External hard drive 
All of the above 
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Model 1  

  
  

Model 2  

  
  
  
  
  
  
  
  

Put ( ) or ( × ):- Choose the correct answer 
from the following:- 

 ) ×(  equals = 

 )× (  Data 

(  ) Smishing 

(  ) Grammatical 

(  ) Strong 

Put ( ) or ( × ):- answer Choose the correct 
from the following:- 

 ) ×(  Strong and unique 

(  ) Backup 

 ) ×(  External hard disk 

 ) ×(  Toolbar 

(  ) Your personal information 
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Model 3  

  
  

Model 4  

 

Put ( ) or ( × ):- Choose the correct answer 
from the following:- 

 ) ×(  Multi-factor authentication 

 ) ×(  Arithmetic formulas 

(  ) both of them 

 ) ×(  mistakes Spelling and grammar 

 ) ×(  Data 

Put ( ) or ( × ):- Choose the correct answer 
from the following:- 

 ) ×(  Backup 

 ) ×(  Multi-factor authentication 

 ) ×(  Arithmetic formulas 

(  ) Malware 

(  ) all the above 



 

Mr Brain Academy  01069752133 

Question 1: Choose the correct answer 

1- when creating a formula, use the ……… sign for subtraction 

a) + 

b) – 

c) = 

2- Typing ………. In the cell, tell the excel that you are creating a formula 

a) + 

b) – 

c) = 

3- if you want to sum the values in column A, B and C from row 4, the 

formula is ………. 

a) C4+b4+a4 

b) C4-b4-a4 

c) A4+b4+c5 

4- ………is an ecologist and photographer, 

A) Albert Lin  

B) Fred Hiebert 

C)  Jeff Kerby 

5- …………your devices regularly keep your data safe. 

A) Uploading 

B)  Updating 

C) Restarting 

6- if a website asks you to enter much personal Information, you should 

A) enters all your data 

B) enters trusted data only 

C)  avoids using this website 
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7- …………. websites offer you a prize that you never get. 

A) Online shopping sites 

B) Scareware websites  

C) Sweepstakes 

8- Sometimes, the photographer uses his………… to take quick pictures. 

A) Computer 

B) mobile phone 

C) GPS 

9-When you want to use an image, you must mention the…………….. of 

the photographer    

a) name 

b) address  

c) number 

10-…………..is considered a strong password.  

a. Adam123 b.abcd123        c. RT#8gb*1  

11-To protect your image, share them with ............ 

a) Low resolution 

b) High resolution 

c) Normal resolution 

d) Flash memory 

12-Passwords must be........... for each website you register on 

a) different 

b) weak  

c) similar 
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13-If Jeff Kerby needs to share photos with his colleagues immediately, 

he uses………..  

a) cell phone applications 

b) camera and drones 

c)social media sites 

14-………………..is sending a fake message via e-mail or social media 

applications that look real. 

a) phishing 

b) Anti-viruses 

c) Search engines 

15-You can move to different places using ................ 

a) hard drives 

b) GPS  

c) laptops 

16-…………. use the internet to break into your computer to steal your 

information. 

A) Programmers 

b)  Hackers  

c) Thieves 

 

 

 



 

Mr Brain Academy  01069752133 

17- Phishing messages can be identified by containing…………  

a) trusted information 

 b) spelling errors 

c) accurate information 

 18-Photographers should share their high-resolution photos with 

a) people they know 

b) people they trust 

 c) all people 

19-……………. information includes your name, address, and your 

passwords. 

a) Internet 

b) Public 

c) Personal 

20-Smishing is the same thing as phishing, but it is sent by……….. 

a) e-mails  

b) text messages  

c) social media sites 

21-Passwords can be strengthened by 

a) multi-factor authentication 

b) anti-virus software  

c) web browsers 
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22-Using photographs that were taken by others without asking 

permission is………………….. 

a) owning images  

b) copyright infringement 

c) back-up copies 

23- .................. law protects print and digital content 

a) Copyright 

b) Hacker 

c) Work 

24- A photographer protects his work by not sharing images with 

....................... 

a) High resolution 

b) Text 

c) Low resolution 

d) Message 

25- you can keep your files from viruses or loss by making .............. 

a) Backup 

b) Off device 

c) Personal information 

d) None of them 

26- we can back up our important files using............... 

a) GPS 

b) External hard drives 

c) Password 

d) All of the above 
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27- ......................... means make another copy of your work to keep it 

safe 

a) Copyrights 

b) Back up 

c) Save 

d) PII 

28- Back up copies of files are created on .............. 

a) Flash memory 

b) External hard disk 

c) Both a and b 

d) GPS 

29- Hackers can get your password by a ................. way 

a) Updating 

b) Phishing 

c) Planning 

d) Chatting 

30- ........................ means you provide at least two ways of identifying 

yourself 

A) MFA 

B) Password 

C) Email 

D) PIN 

31- Networks used to share information and less secure is ................... 

a) Network 

b) Internet 

c) Intranet 
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Question 2: Put true or false 

1- Password management software is used to create strong 

passwords (  ) 

2- Password managers create a unique password (  ) 

3- One type of phishing is receiving a message telling you that you 

won an award (   ) 

4- Strong passwords contain letters and numbers only (   ) 

5- We don’t need a strong password to protect our personal data (  ) 

6- Hybrid backup is a safer way to back up and store files (    ) 

7- An antivirus helps you keep your personal data safe (     ) 

8- When you are asked for credit card details to pay for shipping 

online you should provide them (   ) 

9- You should not sign up to a website that asks for a lot of personal 

information (   ) 

10- Anti-virus software is ineffective to protect its owner from 

dangers of the internet (   ) 

11- Some apps and software programs can back up data automatically 

(  ) 

12- Jeff Kerby is a dentist (   ) 

13- Copy right law does not protect print and digital content  (    )  

14- Owning photos is having the legal right to publish the photo (   ) 

15- It is more difficult to hack your account if you have a strong 

password (      ) 

16- Jeff Kerby ensures that his work is protected by sharing high 

quality photos (    ) 

17- Photographers can protect their work from copy right 

infringement by placing a water mark on their photos (     ) 

18- To create a simple formula, we select the cell and then type a (*) 

sign to let Excel know that we want to create a formula. ( )  

19- You can add or subtract any data using Microsoft excel. ( ) 
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20- The rows are labeled with numbers, while the columns are 

labeled with letters in Excel. (   ) 

21- Jeff Kerby is an archaeologist and a mentor. ( ) 

22- Phishing is one of the ways that hackers use to get your password. 

( ) 

23- To sort the information in alphabetical order by excel, go to the 

toolbar then click on data them click on sort (   ) 

24- Scareware websites offer you a prize that you never get. ( ) 

25- Phishing is a text message that looks real, but isn't ( ) 

26- We must try to limit the personal information we share online. (  ) 

27- Phishing messages cannot be recognized. (   ) 

28- Sweepstakes never sends you the correct items you bought. ( )  

29- Strong passwords must contain letters, numbers, and special 

signs. ( )  

30- Data-stealing software may ask you to enter your bank account 

details. ( )  

31- Hackers can send a virus to all the e-mail addresses in your e-mail 

account. ( ) 

32- Websites that ask for too much personal information are safe. ( )  

33- People can use photographs without asking permission from their 

owners. ( ) 

34- Anti-virus can tell you if one of your passwords has been stolen 

online. (   ) 

35- The flash memory is preferred to store large files than the 

external hard drive. (   ) 

36- Both hard disks and flash memory are used for the same purpose 

(  ) 

37- Phishing means providing at least two ways of identifying 

yourself. (  ) 
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Question 3: Complete the following sentences 

(Advanced level) 

1- To open Microsoft Excel we open the………… menu 

2- We can set a simple formula using …………... 

3- ……………...is an ecologist and a photographer. 

4- …………………. are trips to places where one takes photographs of 

the area. 

5- Jeff Kerby ensures that his work is protected by sharing…………..  

photos that won't look good if printed  

6- …………….is sending a message via e-mail or social media 

applications that looks real but isn't. 

7- ………………………is to provide at least two ways of identifying 

yourself 

8- …………………helps you create strong passwords to protect your 

personal data from hacker 
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Model answers 

Question 1 
1-b, 2-c, 3-a, 4-c, 5-b, 6-c, 7-c, 8-b, 9-a, 10-c, 11-a, 12-a, 

13-a, 14-a, 15-b, 16-b, 17-b, 18-b, 19-c, 20-b, 21-a, 22-b, 

23-a, 24-a, 25-a, 26-b, 27-b, 28-c, 29-b, 30-a, 31-b 

Question 2 
1-T, 2-T, 3-T, 4-F, 5-F, 6-T, 7-T, 8-F, 9-T, 10-F, 11-T, 12-F, 

13-F, 14-T, 15-T, 16-F, 17-T, 18-F, 19-T, 20-T, 21-F, 22-T, 

23-T, 24-F, 25-F, 26-T, 27-F, 28-F, 29-T, 30-T, 31-T, 32-F, 

33-F, 34-F, 35-F, 36-T, 37-F 

Question3 
1-start , 2-Excel, 3-Jeff Kerby, 4-Photography expedition 

5-low resolution, 6-phishing, 7-Multi factor  

authentication (MFA), 8-Password manager 












